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PSM Partners - Full Demo

Account Cybersecurity Analysis

Report

Introduction

This report details your organization’s cybersecurity posture. It provides a high-level assessment indicating your
organization’s effectiveness at addressing cyber risks. It also provides a prioritized list of recommendations to
improve your posture and mitigate those risks. The information in the report is compiled from publicly available
information about your organization as well as information provided by you about your organization’s
environment. Recommendations in this report adhere to multiple cybersecurity frameworks including the
National Institute of Standards and Technology (NIST) Cybersecurity Framework, the International Organization

for Standardization (ISO) 27001, the Center for Internet Security (CIS) Controls, and SOC 2.
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Business Goals

Protect customer trust and reputation -

Enable safe adoption of technology and digital transformation -
Foster a security-aware culture -

Growth and market expansion -

Optimize operational efficiency and reduce costs -

Secure intellectual property and critical business information -
Business continuity and minimize downtime -

Achieve and maintain regulatory compliance -

Strengthen customer and partner relationships -
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Cybersecurity Readiness Level
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Company Readiness by Security Domain

Access 0.6
Active Directory 5.6
Asset Management 3.1
Awareness 4.1
Business Continuity 3.4
Card Payments 7.5
Change and Configuration Management 4.4
Cloud Security 5.9
Compliance and Auditing 5.6
Data Protection 6.4
Domain and DNS 4

Email and Messages 5.3
Endpoints and Mobile Devices 4.5
Environmental Control 9.5
Generative Al 6.7
Hosted Network 7.1
Hosted Server 35
Human Resources 7.2
Incident Response 2.6
Information Security Management 3.7
Logging and Monitoring 5.2
On-Premises Network 5.5
On-Premises Server 3.7
Operational Technology (OT) Security 7.1
Operations and Maintenance 6.2

Passwords and Secrets 3
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Physical Infrastructure 7.4
Privacy 6.5
Remote Access 8.4
Risk Management 6.1
Service Provider and Vendor Management 4.2
Software Development 49
System Development 2.8
Threat Intelligence 4

Vulnerability Management 4.3
Website and Web Application 6.2

Scan Findings

Severity

76 ’
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Internal Cynomi scan Microsoft Secure Score

7 targets scanned Total: 29 1 targets scanned Total: 15

Risk Matrix

Understanding your risk matrix is key to producing the correct treatment plan for your company. Displayed
here are the company’s current risks.

Almost Certain

Likely

Possible

Unlikely

Rare
Insignificant Minor Moderate Major Critical

Impact

External Cynomi scan External Nessus scan

2 1

1

(/

‘1

20

2 targets scanned Total: 23 1 targets scanned Total: 9
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Risk Mitigation Plan
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Completing critical and high priority tasks will impact the organization’s cybersecurity the most, and increase

posture score

352

Open tasks

51% tasks completed

Open tasks

Change and Configuration Management

Operational Technology (OT) Security

Service Provider and Vendor Management
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